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INTRODUCTION

This Interactive Resource Guide and accompanying Micro Module will provide School Safety/Threat
Assessment (SS/TA) Teams with a functional understanding of the Instagram platform and its utility in online
data collection.

To make the best use of this training, we encourage SS/TA Teams to download the Instagram application and
follow along. In line with the recommendations provided in our Digital Threat Assessment® (DTA) training
(available as a Macro Module or Live Virtual Training), we suggest that your SS/TA Team create an Instagram
account for data collection. Safer Schools Together (SST) recommends against using your personal accounts
when searching, as there is a possibility that the searching methods demonstrated may notify the Subject(s) of
Concern (SOC).
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https://icdta.org/product/digital-threat-assessment/
https://icdta.org/product/digital-threat-assessment-training/
https://saferschoolstogether.com/

HOW TO USE INSTAGRAM

Owned by Meta, the popular photo-sharing application (app) Instagram (“IG/Insta”) has over 2 billion monthly
active users.! Instagram has unique features that provide users with a completely different platform
experience, mainly based on photo sharing. If you see a youth scrolling up with their thumb on their
smartphone looking at photos, chances are they are looking at Instagram.

In 2010, the social media platform Instagram was created entirely based on sharing images with the ability to
comment and like; the name is a portmanteau of “instant camera” and “telegram.”?

Only two years after its launch, Instagram was acquired by Facebook (now Meta) for $1 billion.? Throughout its
existence, Instagram has become one of the top social media platforms used by individuals of all ages — from
politicians, businesses, and celebrities to our students. As Instagram’s popularity has grown over the years, so
have its features, including, the ability to post more than just photos, videos, direct messaging, stories, live
streams, shops, and reels. Approximately 995 photos are uploaded to Instagram every second, over 4.2 billion

1 https://backlinko.com/instagram-users#instagram-stats-top-picks
2 Instagram - Wikipedia
3 Who Owns Instagram? Inside The Facebook Empire - FourWeekMBA
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https://en.wikipedia.org/wiki/Instagram
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posts are liked daily, and about 80% of Instagram accounts are used with the intended purpose of personal
use.t

After YouTube (85%), Instagram has the most users among the US teenage population (72%) — well above
social media platforms like Snapchat (69%) and X (formerly Twitter) (32%).*

Hashtags (#) are used often on this platform — this gives people a way to be introduced to and follow other
users with similar interests.

¥ H
¥HFHER

Photo Courtesy of Alenast via Getty Images.

A hashtag is a symbol added before a word or phrase to create a searchable category indexed by social media
(in this case, Instagram) and becomes discoverable by other users. Instagram, X, and TikTok are the primary

platforms where hashtags are used. They are a way of making it easier to find, follow, and contribute to a
conversation.

Clicking on a hash-tagged word in a post will show you other posts and profiles that include that same
hashtag.

It’s important for SS/TA Teams to pay attention to them — they could decode a secret language or trends that
our students are currently using. An example of this is the Secret Society 123 hashtag.

432+ Incredible Instagram Statistics & Facts to Know in 2021
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https://pubmed.ncbi.nlm.nih.gov/26707231/
https://websitebuilder.org/blog/instagram-statistics/

Disorder

Anorexia
Bulimia
Paranoia
Anxiety
ADD/ADHD
OCD
Borderline
Bipolar
Schizophrenia
Insomnia
EDNOS
Self Harm
Depression
Suicidal

#SecretSociety123

repost if you battle with any of these and put the name in your profile

Boys

#Rex
#Bill
#Pat
#Max
#Andy
#0Owen
#Ben
#Bob
#Skip
#lsaiah
#Ed
#Sam
#Dan
#Dallas

Signing Up

Before Instagram allows access to most of its features, it prompts users to create a profile. Creating an
account on Instagram is free, and users can sign up with a pre-existing Facebook account, a phone number, or
an email. It is best practice for SS/TA Teams to set up a specific email for account creation. We recommend
using Tuta Mail for email account creation as it is encrypted and free to use. Having a dedicated account
creates a centralized email address for your SS/TA Team to use as new social media platforms appear on the
radar and subsequent account creation becomes necessary.

With Instagram specifically, it’s important to note that there may come a time when Instagram will ask a user
to enter a phone number to confirm the account. This is Instagram’s safeguard against fake accounts. If you
enter a phone number to receive a code from Instagram, the number will not be saved to the SS/TA account.

Login/Setup

It is encouraged that SS/TA Teams do not use identifiers that will provide their personal information; the goal
is to maintain a boundary between personal social media use and use in a professional setting. It’s also
important not to pretend to be another person or student when using the account. As long as SS/TA Teams do
not purposely misidentify themselves, then the account name is up to your team’s discretion.

It is important to periodically post media or follow random accounts on Instagram with this SS/TA account.
Instagram will delete accounts that appear to not be in use; often, a determining factor is whether an account
has a Display Photo, has posted in the recent past, and if the account follows any other accounts. Do not post
personal photos that belong to either you, someone else, or a student. These accounts should only feature
stock images that can be obtained from websites such as Pexels, Unsplash, or Google Images. Another way to
show Instagram that the account is active is to follow popular celebrities. Do not follow SOC(s) or any subject
of your threat assessments.
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PUBLIC VS. PRIVATE ACCOUNTS

On Instagram, there are two different types of accounts:
*  Public Accounts allow users to share posts with everyone on Instagram;

saferschoolstogether m Message & ee
! (lVlAt(lg’LﬂM 405posts 935 followers 176 following
Safer Schools Together
Educational Consultant
Using Today for a Safer Tomorrow.
Phone number, username, or emai Subject matter experts in the field of violence prevention, safe schools, and criical... more

@ linktr.ee/saferschoolstogether

B POSTS ® REELS & TAGGED

3 Log in with Facebook

Forgot password?

Don't have an account? Sign up THE SUMMER SERIES

Get the app.

| 2 Download on the "
@& AppStore | P GooglePlay

*  Private Accounts allow users to share posts only with other users they have specifically
approved as followers.

kylekeegan_a2 m

8 posts 884 followers 90 following

Kyle
Gchs 2026 @savannah.pleco @

This account is private
Follow to see their photos and videos.

When setting up an account, Instagram automatically sets the privacy settings of new accounts to Public.
Users can switch their account to a Private Account manually through the Account Privacy page in their
Instagram Settings. Users with a private account can control who can follow them and see the content within
their profile.
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4 Account privacy

Private account ()

When your account is public, your profile and posts can be
seen by anyone, on or off Instagram, even if they don't have an
Instagram account.

When your account is private, only the followers you approve
can see what you share, including your photos or videos on
hashtag and location pages, and your followers and following
lists.

From an SS/TA perspective, it’s important to understand that if an SOC’s profile is private, this will restrict how
much of their content is viewable to the public and the SS/TA Team. On a private account’s profile, users will
still see the display photo, the username, the vanity name, and the bio.

A user’s bio can be a great source of information. Often, students will link other social media accounts they
use, such as their Snapchat username or any other secondary Instagram accounts. Their bio can also host
personal information such as general location, age, and/or a school abbreviation. These tiny seeds of
information can confirm if this is indeed the subject of a school safety concern or threat assessment.

Kacey.Spacey/77 m

4 posts 245 followers 501 following

Spacey Kacey @
14| |VE#13|BLKSS

snap §&: Spacekace_112605
Vancouver§

Public accounts give SS/TA Teams the ability to gather more data because they offer access to the
followers/following lists, who the user has been tagged in posts by, comments, and likes, and any posts tagged
with their location or locations they frequent. Follower lists on accounts are useful as they allow SS/TA Teams
to view potential friends or peers of the account holder and any school-based or community-based accounts
they follow. If SOCs are struggling with mental health concerns, they may also be following accounts that post
self-harm-related imagery or suicidal ideations, which may provide continued commitment towards those
behaviors.

When conducting a threat assessment, reaching a private account may not be the end of the road for the
search. Although SS/TA accounts should not request to follow the account, they should still identify who the
close peers of the SOC or the subject of the threat assessment are. Their close peers probably follow them on
Instagram already and have access to their posts. If the peer has a healthy connection to the SOC, they may
give you access to their device to see the SOC’s posts or answer any questions about the SOC’s digital baseline.
It is recommended that educators and parents promote that all students have a private Instagram profile for
safety reasons. The exception to this is students in grades 11 and 12 who want to build their digital brand and
establish an account that university recruiters and employers can find.
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The minimum age to sign up for an Instagram account is 13. However, as with most social media platforms,
this is not strictly enforced. If an account represents a user under the age of 13, the account holder must state
that the account is overseen by a parent/guardian or manager. The only time Instagram requires
documentation of age is when the account gets flagged.

Threads

On July 6, 2023, Threads® was created by the parent company, Meta. The new app was highly popular and
received 100 million sign-ups in less than a week which included many influencers, brands, and other
prominent accounts.

It was created as a new option for conversation (similar to X), where users can have real-time conversations
with the ability to post a message with a 500-character limit and 5 minutes of duration for videos that you
post. The app is very similar to X, however, there are no Direct Messaging capabilities. In addition, users are
prompted to sign up through their pre-existing Instagram account, which offers the ability to share posts from
Threads directly to Instagram Stories. One feature that may shy users away is what it takes to delete the app if
you no longer wish to use the platform, which includes deleting your Instagram account to delete the Threads
account.

Once signed into their account with their Instagram credentials, users are given the option to import their bio,
display name, and profile picture from Instagram. Users then can opt to have a private or public account. Safer
Schools Together suggests users set their accounts to private so that you can manage who can send you a
message and encourage follow requests only from people you know. Threads privacy settings are much like
Instagram’s and can be modified to fit each user to their liking, this can be beneficial for warding off unwanted
interactions.

9:41

@ < Back

gwanguri?? & Cassandra Taylor

I'm having & debate with my friends — is $h0100x

pineapple on pizza acceptable or a crime

against food? T\ Leo sun Gemni nsing S&3

v} Q ':J 7 Coffee, pizza, donuts - no particular order 299

-
2e o
DCon't let my Italian grandma hear you
Qe v Thveads

a8
ho100x @

Nidayathere: - Underrated spots 10 umwind after a long day -
e
better instagram following than | do. How do | Qo v

ljustfound o .t my neighbor's dog has a

get on that level?
Qo v
-] h0100x ©

V excited about the project I've been working
on. The creative journey has been chaotic at

. times but | couldn’t be more grateful for where
aimi_aflover o

RO Best summer memory « hearing the ice cream
truck coming down the street

ocQev ©a
Q¢

it's ot now. Can't wait 1o share with you o
$00N

*Photo courtesy of CNN.com

5 Instagram Threads | About Instagram
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https://about.instagram.com/threads

DESKTOP VS. MOBILE APPLICATION

There are noticeable differences between the desktop and mobile versions of the Instagram experience.

Instagram Desktop View:

Instagnam
Home
Search
Explore

Reels

® 8 ® O >

Messages
o Notifications
Create

. Profile

Co,° Threads

E More

NGO o

loganpaul  brentrivera  dougherty... kevinhartdr...
Suggested for you

@ oo * strindacdwin
New to Instagram

baileyty._

Suggested for you

Jenn_lee._
Suggested for you

% chota_tochanking_up74
New to Instagram

.. foundryporthardy

Suggested for you

Liked by buryohed4 and others
kevinhartdreal @ Is it just me or does this outfit make me look tall.... | think

Photo Courtesy of Hootsuite.
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Instagram Mobile View:

brentrivera & 7m

J1 brentrivera - Original audio

Photo Courtesy of TechCrunch.

The desktop version allows users to message one another via Direct Messages (“DMs”), as well as the ability to
scroll through their feed to like, comment, and share posts. It also allows the user to view other profiles within
the platform. However, the desktop version does not accommodate the Shop feature.
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ANATOMY OF INSTAGRAM

The anatomy of Instagram often changes; however, core components and features are important to
understand when navigating through Instagram. Note that these features may work differently or not at all
depending on whether you are using Instagram from the desktop version or mobile version.

Home Page/Feed

The home page/feed appears whenever a user opens Instagram on their device (both mobile and desktop).

Instagram O ®

loganpaul dougedert25 brentrivera

therock @ 2d
£1 The Five Stars - Samoa Matalasi

.
Q Qress ¥ R
&4 Liked by kenzoere and others
Liked by graceknapp697 and others
therack Rest in | ave Lincle Afa @
A Q ® O A Q B &
” \
_—
Top Panel

Users can add new content, check activity, and open their direct messages.

Instagrom O ®

Add Content

Users can add a pre-existing photo/video from their camera roll or take one directly through Instagram.

SST|ISDTA 10



Direct Messaging (“DMs”)

Private messaging that is used to send/receive messages or video chats to other users within Instagram and/or
Facebook.

Posts

On any given post, the user can see the post’s creator, and the caption, including the posts’ likes, comments,
and the date the post was uploaded to Instagram.

The most recent posts by users that are followed will appear in reverse chronological order when the home
page/feed is opened; this changes only if a user has not opened Instagram for a significant amount of time. In
this case, the algorithm will take the opportunity to showcase posts with the most interaction, posts by
accounts that the user follows, and then any other posts in reverse chronological order.

Photo Courtesy of Creative Fabrica.
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Broadcast Channels

Broadcast channels are now available for creators to share text, photos, voice notes, and videos with all of
their followers directly. Followers are able to access broadcast channels of their favorite creators or icons and
participate in polls and react to messages from the creator. Anyone on Instagram will be able to find and view
the contents of these broadcast channels but only followers of the creator will be able to join the channel.
Users who join the channel will be able to control notifications on when new content launches and can leave
or mute the channels.

xylamus - Which City Should | Add to

I'm SO excited to announce the I.Am.Xyla Tour?

my first-ever TOUR! @ Join my
IG channel right now for deets
on dates & cities! J
@i A182K Charlotte af®
s

‘ S "'I'I"I"II'I"'I'NII'I (o 4 Prisy @ / Music festival T

=¥ aak = Followers can joi

Austin des
—

10 more options

Tours & Updates / Join channel
Vote

Join broadcast channel
Anyone who follows xylamusi vin this broadcast Join channel
e adde

ifications.

Music festival T
Broadcast

STORY
pel

Look at my view of this set 9 o i] /I

Monday, June s

9:41
< 0 Tours & }Jp(falei ‘/

Tours & Updates /

W;:ﬁ.m Change name

Look who else | ran into

9:41
Tours & Updates /

> |-|||||]|h||:|||-||||||||| 012
(]

Check out a behind the
scenes look at the making of
my new |.Am.Xyla album.
Can't wait to sing this with you
all live!

Photo courtesy of Instagram

Share Posts with Close Friends Only

On the mobile version only, users can create a Close Friends list on Instagram so that when they share things
like a post, note, reel, or story, they can choose only people on that list to see it. Recently, Instagram has come
out with the option for users to choose their “Audience” when posting to who they want. This means they can
share their post with their entire following or the user’s close friends that they have previously chosen.
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< New pest

‘ G00d times good friends
Qood vites ¥

B T orople

® Audience

O Add locaton

ety Loy byl iy
Add U
n Audience

© s tundrmser
Who would you like 10 share your post with?

@ Add promot 2 ¢
@ Share o Facetook

O Mvarcedc sattings

Image courtesy of Instagram

Hiding Likes

Instagram users can choose whether or not they want to display the amount of ‘Likes’ they receive on each of
their posts. To hide ‘Likes’ on a post, navigate to the three dots in the top right corner and choose ‘Hide Like
Count’.

Stories

Users can share photos and videos for the public or just their
followers in their stories which are only made visible for 24 hours.
Active Stories are indicated by a circle surrounding the Display Photo
(typically a pink color) and can be viewed by clicking on the Display
Photo. Users can see which accounts have viewed their Instagram
Stories.
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©

Your Story  colourpop... instagram bellroy

[BOUTIQUE]

¥ \‘ "w n
DOGS OR CATS?

+ : +
> e
@mfo S o

Gif Courtesy of Placelt.

A Story is different than a regular Instagram post, as it is only live for 24 hours. If a user wants to showcase
their Story for a longer period on their profile, they can post it to the Highlights on their profile page. This will
allow the Story to be viewed by others for as long as the user chooses to have it available on their profile.

Pink circle indicates a Story:

nike ¢ B

811 posts 171m followers 139 following

Nike

Spotlighting athlete™ and g, stories
#BlackLivesMatter and #StopAsianHate
linkin.bio/nike
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Story Highlights:

Gymkhana ... Tam Tam H... Super 5 Le... Tarkwa Bay... Beach Brea... B-360 Honeys & B...

Users can repost stories and other posts they have been tagged in, to their own story.

SS/TA Teams should be aware that if a school concern involves an Instagram Story, immediate action to

document it is required to preserve the image or video. Stories only last 24 hours after they are posted, unless
the user takes it down before the 24 hours is up.

Story Creating/Features

Users can edit their posts and add features to them such as stickers, polls, questions, and countdowns.

They can tag friends or other profiles, tag locations, tag dates/times, and more.

Cancel

ISR Y

— S

waiting for the bus...
ask me questions!

omg love your haircut! what

K me questions made you do it?

Send

t won't show your tiSername

. Q O O . O O O O If a_babayeva shares Your response,
.o

alwlelrlTlylulilole| |alwlelr]lT]Y]u]li]oO]lP
Alslolrlelulylk]L Alslolrlelulylk]|L
4 ZXCVBNM® e zlxlclvieINIMES

123 @ O space return 123 @& ¢ space return

Photo Courtesy of Phoebe Weston, Daily Mail.
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Instagram Story Interactive Stickers

Instagram Stories are not a new feature; however, new interactive stickers
have been added to Stories. Users can now choose from a variety of
different stickers to add to their Stories such as: A

o Product Sticker: enables followers to make a purchase directly
from the Story.
. Music Sticker: enables followers to view the details of a song kaftioto 3§ GIF § W Add Yours
and where to stream/download. m
° Location Sticker: shares a current location with followers. : : )
. . . . ) £4 Add Yours Music
. Mention Sticker: mentions (@) another user or business in the
Story; also enables followers to reshare the Story on their
@ Add Yours Templates @

profile to increase reach.
o Questions Sticker: encourages followers to share feedback on

a chosen topic; also enables followers to ask questions which m
can later be answered on separate Stories. ¢* AI Stickers [l #hashtag

o Poll Sticker: enables followers to answer a poll that lasts for 24 .
hours or less.

. Donation Sticker: allows users to select a non-profit
organization and enables followers to donate; non-profits
receive 100% of the funding raised through Stories.

o Countdown Sticker: reminds followers of an important event
coming soon showing how much time is remaining until the
event starts.

o Customizable Link Sticker: previously only granted to accounts
with over 10,000 followers; now available for all users and
enables a customizable URL link that can be shared with followers.

How to Like, Comment, and Share Other Posts

To like or unlike a post, double tap on the post directly. A heart should appear in the center of the post once it
has been liked or unliked. Liking and unliking can also be done by tapping the heart directly below the
image/video.

Qv . N
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Gif Courtesy of Giphy

To comment on a post, click on the speech bubble or tap the “add a comment...” button at the bottom of the
post.

INSTAGRAM
< Posts Follow F [— R
Comments @
m christell_oficial @ 14w # - @ by aut
¥¥Y) Omg the official account mentioned me G~ <
& ¥ thanks @instagram &3 273
Reply
View 7 previous replies
(@) instagram @ 14w - Authe
@christell_oficial 9 9 P o
Reply 80
Comments @
View 18 more replies
ﬂ christell_oficial ® 14w # - @ by aut
¥'%) Omg the official account mentioned me o , —mohu_c 14w # - @ by author
& 9 thanks @instagram & 273 Thank vou so much!!! &3 ©
Roply b
L 4 d ¥ © o o e
View 7 previous replies
(@ instagram © 14w - Aut ® @
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To share a post, click on the paper airplane/arrow icon to send the post to a friend via direct messaging or to
add it to your Story.

INSTAGRAM
< Posts Follow

instagram @ A
11 Akdas Hayat : Chipi Chipi€hapa Chapa

007,171 ]
a Q ® &

Photo Courtesy of Addictive Tips.

How to Add Content

Users can add content by clicking on the “+” icon at the top right corner of the Home Page/Feed or the Bottom
Panel. Users can then select the photo(s) or video(s) they would like to upload or take a photo/ video with the
app itself to upload immediately or save as a draft for later.

Users can also add filters and edit photos and videos within the app.

Photo Courtesy of The Verge.
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Photo Courtesy of Business Insider Australia.

How to Check Activity

Once content has been added to a profile, users can check the activity to see the type of interaction their
posts have received by clicking on the heart icon at the top right corner of the Home Page/Feed.

At the top of the Activity Page, users who requested to follow the account (if it is private) can be seen.
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Activity

ari1000 liked your post.

chchoitoi started following m
you.

lizzeyjohnson started
following you.

gregmar tagged you in a -
post. “i

Following

chrisrobinp, emiilyjun and 43
others liked your post.

andytlr mentioned you in a
comment: @baxterjeff So in! Molly
hates the beach, but we'll make it
happen.

mari commented: &,

joyofodu commented: @andytlr
You gotta take Molly here. She
would love it!! | assume this is near
the Tennessee River or maybe

R Q B e

Photo Courtesy of Daily Hive.

How to Use Direct Messenger (“DMs”)

Instagram now allows users to funnel chats between Instagram Direct Messenger and Facebook Messenger
chats into one — which are accessible from both platforms. This is not required, but once a user accepts this
update, it cannot be undone.

SST|ISDTA



O Ask Meta Al or Search

Note...

Your note

Messages Channels Requests

Ava bf’ . @

Active 35m ago

¥

g Active yesterday @
Meta Al £
Here are some emojis that people m.. 15w

—

c]
Suggestions
{ Vivi
,;4 Tap to chat @
o Logan Paul &
@ Tap to chat @
b
Brad Tupper
@ Tap to chat @

Photo Courtesy of Complex.

Users can access their Direct Messenger Page on Instagram by clicking the chat bubble icon on the top right
corner of the Home Page/Feed (beside the Activity Page — indicated by the heart icon). There are three
categories of messages on the Direct Messenger Page:

*  Primary: Messages will appear from users that are followed by the account. These messages will send the
user a notification.

* Channels: Messages that come from different groups or “channels” that you have joined. The
conversations fit within your scope of interests.

* Requests: Messages from users that are not known to the account. These will appear in the top right
corner of the Direct Messaging page in the “Requests” section. You will have to click this to access them.

Accessing Direct Messages (DMs) From Desktop

Instagram now allows users to access their Direct Messages (“DMs”) on the desktop application, as well as the
mobile application.
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Search and Explore

Users can search and browse content posted by other accounts. This feature is largely influenced by the
Instagram algorithm, which calculates and displays the content it believes the user will enjoy most, creating a
higher interaction rate with the user. The search feature also allows users to search for hashtags and
locations. Searching for accounts is an integral part of the school safety/threat assessment process as SS/TA
Teams work to identify accounts belonging to the subject(s) of their threat assessment.

O Ask Meta Al or Search

Searching can be done from the search bar to find a user by username or vanity name.

Search

Safer Schools Together

Q Safer Schools Together

=7 saferschoolstogether
. Safer Schools Together

Users can also use the search bar to search for hashtags by typing a username or vanity name and adding the
hashtag symbol (#) before the word or phrase you are looking for.
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Search

#safeschools

# #safeschools
43,006 posts

To use the search bar for a location, just type the address or location you are looking for as you would a
username/vanity name. Be sure to look out for the @ symbol, as this signifies a location.

Search

east high school

o East High School
1600 City Park Esplanade

Map Search

Instagram offers a Map Search feature on the platform. This feature allows users to find the location of
different businesses and destinations within the Instagram app, much like Google Maps.

This Map Search feature is located inside the Instagram search function used to search for users, hashtags,
etc.
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Q Bearch Cancel

Top Accounts  Audio Tags Places

@ Near Current Location

Reels

The new ‘Play’ icon at the bottom center of the Instagram platform allows users to quickly browse Instagram
Reels. Users can upload multi-clip videos with audio, effects, and ever-changing creative tools that can range
from 3-90 seconds long. Reels involve recording and editing video clips and follow the highly successful model
of TikTok closely. If an original audio clip (created by the user) is used, other users will have the ability to use it
for their own videos once it is posted to the platform.

Reels can be viewed by navigating to the Reels Page where users can swipe up to scroll through different reels.
If an SS/TA Team comes across a Reel that may belong to the subject(s) of their school safety concern/threat
assessment, they can navigate to the user’s profile by clicking on their username. It’s important to note that
users in the US will be able to download Reels straight from the Instagram app onto their camera roll.
However, users will only be able to download reels if they are from public accounts and owners of these public
accounts will have the option to turn off the ability for other users to download their content.
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= Try Remix

95 ted_graham321 @ | Follow

Everything about here

Photos Courtesy of Filtergrade.

Shop

Users can allow others to shop for the products within their posts. To sell merchandise on the Shop Page, a
user must have an Instagram Business account and meet the requirements found here.

To browse the Shop Page, users can search for items by using the search bar.
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Instagram Live

Users can stream live videos to their followers. While the stream is occurring, those who are viewing the live
stream can comment in real-time and have their comments appear for the user and the viewers to see.

Photo Courtesy of Technobezz.

@)

On multiple occasions, live streams have been used to stream fights and have been integral in the reporting of
real-time events such as protests, attacks, or illegal activity.

SST|ISDTA
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Live video ended

8 viewers

OO ELUNRS

blinksterboo
~

levilcleavonlovelace

iorfi = Share your video for the next 24 hours so .
_< \ extramajorfierce & more people can watch it.

-V 4o

Photo Courtesy of The Daily Dot.

‘é alexfoodiesz
¥

Profile Page/My Profile

The Profile Page contains information about your account. This is where the settings can be accessed and
changed.
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ANATOMY OF INSTAGRAM PROFILES & POSTS

To properly document an Instagram account, it is essential to understand the anatomy of the Instagram
profile and posts. You can learn more about documenting for Digital Threat Assessment® by clicking here.

Username

fw.ali420 Following Message 8

Colorful dirdleindicates 3 “Story’

Profile Picture 18 posts 66 followers 61 following
Ali & < Display Name
cooked Bio
@ vsco.co/ali py/g Y <= Link to other platforms and sites

Followed by JPO0S67 and fwgav._

< Mutwal friends who follow user

Story Highlights see—

Videos from the P e s &
user thatare like edin
whatever realest TikTok Videos 8

This icon indicates
muitiple photos
viithin the post

robbobcatd76
Tagged Users fw.ali420 Tagged L

‘ robbobcatd76 May Dump ses s s

Qv R

Liked by Carii.may1 and 1 other

Open Tagged
Users

Date Posted
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ALGORITHMS

The Instagram algorithm, like other social media platforms, is extremely powerful. The company has
implemented it to ensure users have the most engagement within the app. Major tech companies have
implemented algorithms to ensure users continue to engage with their apps. Since each social media
algorithm works differently, we will explore how Instagram decides what posts we see on our home pages.
Instagram’s algorithm is based on six unique factors:

*  Following: What accounts a user follows will determine what content they see. Who a user follows
and interacts with the most, including visiting their profiles, will appear more often on their feed and
explore page.

* Interest: To keep users engaged, Instagram tracks what posts users like, comment on, and what videos
and stories they watch. Based on this information, the platform will continue to show content that the
algorithm believes the user will be interested in.

* Timelines: When it comes to the explore page or personal feeds, the newer the post is, the more likely
it will appear first on users’ feeds. A brand-new post will likely take preference over one posted a week
ago.

* Relationships: Liking and repeatedly commenting on another user’s posts and being tagged in multiple
posts with the same person may signal to the algorithm that said user is a friend or family member. As
a result, the algorithm will ensure that the content posted by that specific user appears more often on
that user’s feed or explore page.

*  Frequency: The more often a user is on Instagram, the more their feed will appear in reverse
chronological order. If the user spends time away from the platform, the algorithm will tailor the initial
return experience to what it believes the user will want to see which will typically be the newest posts
with the greatest number of engagements.

* Usage: Whether a user spends time on Instagram for three minutes or three hours a day, that amount
of time will cause a change in their algorithm as Instagram has more or less time to show the content
and tries to ensure that the user stays on the platform longer.
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YOUTH TRENDS

You can learn more about the most current Youth Trends across all social media platforms by clicking here .

Multiple Accounts/Finsta/Alt/Secondary Accounts

Younger users often maintain multiple Instagram accounts on which the users may post different varieties of
content. Usually, these younger users will have ‘primary accounts/main accounts’ that remain public and are
known by most, including their guardians or trusted adults.

Secondary/alt/finsta accounts are used to post photos under the protection of a privacy wall — meaning these
accounts are usually set to private and have pre-approved followers and a select following that the user has
curated. Adults are unlikely following these accounts. SS/TA Teams should keep in mind when they find one
Instagram account belonging to their subject of concern that there are likely 2 or 3 more accounts that are
spam accounts, art pages, or share accounts with friends.

SS/TA Teams may also find an account belonging to their subject of concern, but the posts are dated. This
could be because it is an old account used by them and they may have forgotten their password and created a
new one, abandoning the account in question.

_depressed._.edits._ m Message

17 posts 1,535 followers 20 following

heartbreak club </3
Just for fun

9 Depressed @

0 Broken @

-

sadmood_.editss m Message =~ ‘&  +ee

1 post 11 followers 6 following

Sad Editer & "
Video creator
Wasgood | make sad edits & dm if you want one. /

Meme/Tea Accounts

Meme accounts made by students often post comedic content about school events and happenings. At times,
it can become derogatory or hateful towards staff and/or other students at the school.
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east_high_memes m 49, wes

2 posts 33 followers 46 following

East High School
The official meme dream team |

Tea accounts are often created by students who remain anonymous asking for gossip or “tea” about
happenings or other individuals at the school they attend. The account is often named after the school.

east_high_tea_ m e

1 post 38 followers 88 following

East High School Tea 1
DM us and we'll post your juiciest tea about people s

Both meme and tea accounts can be reported due to bullying and harassment, but it can be challenging to
remove them from the internet.

Fight Accounts
Fight accounts are often created based on geographical location (such as a school or community) and are a
platform where photos and videos of physical fights between individuals are shared. Some appear to be quick

videos taken during random fights, while some accounts appear to set up fight clubs where individuals
prepare to fight others to be filmed and uploaded to the account.
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EastHighSchool318_fighttss m 2

3 posts 633 followers 1 following

318 fights
Started this account on 3-2-2024

B POSTS 3 TAGGED

It is vital that SS/TA Teams know how to document these accounts. Due to the frequent anonymity of these
accounts, it can be challenging to uncover the user(s) that run them.

First and foremost, SS/TA Teams should be looking for any identifiers, posts, comment sections, and display
photos — is there any mention of the account holder(s) or personal identifiers that make the search easier?

Next, SS/TA Teams should open the followers/following lists. These lists are shown in reverse chronological
order by Instagram; this means that by scrolling to the bottom of both lists, SS/TA Teams will find the first
accounts to follow and be followed by this account. These accounts will give SS/TA Teams a good starting

point with what users to begin the interview process with. When these accounts are first created, they are not
well known, so it is a reasonable hypothesis that those who initially followed the account may be or may know

the owner(s) of the account.

Illegal Substances

Selling illegal substances and narcotics via social media is a growing trend. As social media platforms continue

to expand, those attempting to use these platforms to sell illegal substances and drugs have come up with
different ways to avoid being caught. One example is by using emojis to represent their product(s).

SST|ISDTA
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% 1l Rundown Choppaboy - Rule Book

Rule Book
.’_! Rundown Choppaboy

\ Reply to

Emojis are often used as codes. For example, the horse emoji may represent Ketamine, and the snowflake
emoji will often represent Cocaine. Be sure to click HERE to access our emoji guide.

Means for sale Ecstasy Lighting bolt and heart together
also mean ecstasy

b :
y ¢
\\

Drugs in general Cocaine, crack or Heroin High potency
crystal meth

In the bios of some of these sellers, it is common to see links to certain encrypted/anonymous apps.
To learn more about these and how SS/TA Teams can better understand them, click here.
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Hate Speech

If hateful messages are sent from an account, Instagram has the ability to remove the account and prevent the
user from creating new accounts with the same phone number/email address used to set up that initial
account.

Although human detectors are far more effective than app detectors, hateful speech algorithms are used to
block and remove racist/hateful comments and posts made by users. Because these app detectors miss so
much due to their lack of ability to read into context, it is still best practice for SS/ TA teams to report when
they see this type of content and encourage their students to report any worrisome behavior.
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REPORTING ACCOUNTS

Reports are kept anonymous unless the user is reporting an intellectual property infringement.

To report an account: Users go to the post or profile they wish to report and click on the three dots in the top
right corner.

/.> highschoolfights524 « Follow

Users click ‘Report,” then select the reason for reporting from a series of prompts.

Report
Go to pos

Share to

Copy Link

Embed
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Report

Why are you reporting this post?

It's spam

Nudity or sexual activity

Hate speech or symbols

Violence or dangerous organizations

Sale of illegal or regulated goods

Bullying or harassment

Intellectual property violation

Suicide or self-injury

Eating disorders

Scam or fraud

False information

| just don't like it

Something else

An algorithm often handles reports received by Instagram. Note

that the more reports Instagram gets on a single post or
account, the more likely the account will be successfully
removed. In these situations, having multiple SS/TA Team
members report the account will improve the likelihood.

SST|ISDTA
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LAW ENFORCEMENT GUIDES

Law enforcement has access to multiple resources that may assist them in their investigations that you can
access by clicking here — including:

*  Requests for user information
*  Data retention policy

¢ Child safety

*  Emergency requests

* International requests

Please note that SS/TA Teams must maintain close relationships with local law enforcement and School
Resource Officers (SROs) as they are the only ones who can access these resources. Law enforcement guides
are strictly for the use of law enforcement, as per the Instagram policy.

Help Center

Instagram Features >
These operational guidelines are for law enforcement officials seeking Instagram account records. This
information may change at any time.

Manage Your Account >
Requests for User Information

Privacy, Safety and Security > We disclose account records solely in accordance with our terms of service and applicable law, including the
federal Stored Communications Act (“SCA"). 18 U.S.C. Sections 2701-2712. Under the SCA:

Policies and Reporting > * avalid subpoena issued in connection with an official criminal investigation is required to compel the

disclosure of basic subscriber records (defined in 18 U.S.C. Section 2703(c){2)), which may include:
y name, length of service, credit card information, email address(es), and any recent login/logout IP
Instagram for Businesses >

address(es), if available.

e acourt order issued under 18 U.S.C. Section 2703(d) is required to compel the disclosure of certain
records or other information pertaining to the account, not including contents of communications,
which may include message headers and IP addresses, in addition to the basic subscriber records
identified above.

e asearch warrant issued under the procedures described in the Federal Rules of Criminal Procedure
or equivalent state warrant procedures upon a showing of probable cause is required to compel the
disclosure of the stored contents of any account, which may include messages, photos, comments,
and location information.

It is important to note that some information we store is collected automatically, while other information is
provided by the user. We do not require email or phone verification, and we do not require people to use real
names or identities on Instagram.

For additional information about Instagram, please read our Data Policy and Terms of Use.
Data Retention and Availability

We retain different types of information for different time periods. Given the volume of real-time content on
Instagram, some information may only be stored for a short period of time. We do not retain data for law

enforcement purposes unless we receive a legally valid preservation request.
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CONTENT CONTROL

Parental Controls &

Instagram has features surrounding controlling content to make the app safer and more accessible. The app
has four updates allowing parents to have more control over how their children are using the app. User can
also choose the level of sensitive content that will appear on their feed. The Amber Alert feature, now in 25
countries, provides information on missing children in your area. Instagram has also put time and effort into
updating the app with features that make it more accessible for people who have hearing loss and vision
impairments.

0OMeta <

Family Center Time limits
Supervision on Instagram o
su
Accounts you supervise “yo ety o
ore

sunflower_power77
sunflower_power77 Stella Jones  Instagram

5 StellaJones Daily time limit

Supervision set up Dec 5, 2022

pia.in.a.pod Time on Instagram off

5 Veronica Jones

33m daily average Scheduled breaks
o tagra

Resources 10PM-7AM
Sun, Mon, Tue, Wed, Thu
Education Hub

Edit
Help Center

Instagram Safety

Manage time limits

Followers and following
Accounts connected to your teen, ordered by
most recent.

*Photos courtesy of Instagram

Quiet Mode

Quiet Mode’ is a feature that was released in January of 2023 that allows people to focus by preventing
notifications from coming in through the app. When users enable the “Quiet Mode” feature, their profile
activity status will change to ‘In quiet mode’ and an auto-reply message will be sent to those who direct

message the users. The ‘Quiet mode’ allows users to customize their hours to fit your schedule.

Download Reels directly from the App to Camera Roll

On June 20, 2023, users in the US will be able to download Reels straight from the Instagram app onto their
camera roll. However, users will only be able to download reels if they are from public accounts and owners of
these public accounts will have the option to turn off the ability for other users to download their content.

To download a Reel from a public account users will tap on the share icon and select the ‘Download’ option on
the bottom.

6 Updates to the Sensitive Content Control (instagram.com)
7 Giving People Control Over Their Time and What They See on Instagram | Instagram Blog
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Meta Verified

Beginning on June 7, 2023, Meta Verified® was made available for users to pay for a subscription to grant users
access to account support, more visibility, increased reach, exclusive Stickers for Stories, and proactive account
protection. This subscription allows users to pay for a blue check mark next to their name.

To download a Reel from a public account users will tap on the share icon and select the ‘Download’ option on
the bottom taskbar.

8 Meta Verified on Instagram | Instagram Help Center
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ADDITIONAL RESOURCES

SAFER
SCHOOLS
TOGETHER

Safer Schools Together: https://saferschoolstogether.com

AN ®
g

International Center for
Digital Threat Assessment

International Center for Digital Threat Assessment®: https://icdta.org

Instagram Law Enforcement Guidelines: https://help.instagram.com/494561080557017

Instagram Out of State Search Warrants / Custodian Requests: https://dd.smcgov.org/facebook-orders

Instagram Help Center: https://help.instagram.com

SST|ISDTA
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