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INTRODUCTION

Discord is a free-to-use voice, video, live-streaming, and messaging application that is available on desktop,
browser, and mobile (iOS and Android). With over 200 million monthly active users,* Discord has undergone rapid
growth since its release in 2015. Initially, Discord was widely used by eSports? and LAN tournament gamers for
team collaboration, communication, and management. Today, Discord has broadened its features and uses to
accommodate a more general communication and chat client for all walks of life, shifting the focus from gaming to
creating a more engaging general chatroom platform. However, this shift did not eliminate the prominent gaming
community from using Discord, rather, it opened the platform up to all kinds of new users who may have not used
the platform otherwise.
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To sign up for Discord, users must be 13 years of age or older. However, this minimum age requirement is one of
the ‘Rules that No One Follows’ which is highlighted in Safer Schools Together (SST)’s resource, ‘Raising Digitally
Responsible Youth.” Discord also does not verify a user’s age at the time of signing up for the platform. Although
there is no initial sign-up fee, nor is there a cost to use the service itself, it should be noted that certain features

within Discord require payment and are advertised to the user in the form of a subscription, microtransaction, or
free trial that automatically takes payment once the trial is over, unless specifically canceled by the user.

In this resource guide and its accompanying Micro Module, we will discuss Discord, how it is being used by today's
youth, and what potential risk factors are associated with using the application.

1 Discord Monthly Active Users 2024
2 https://en.wikipedia.org/wiki/Esports ; https://en.wikipedia.org/wiki/Discord
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FEATURES

The general layout of most features on Discord is similar to chat
features in applications such as Microsoft Teams or Slack. One
particularly similar feature is the status icon, which is located at the
bottom left corner, attached to the user’s photo ('Avatar’). Clicking on
the avatar will open a menu allowing the user to change their status to
either ‘Online,” ‘Idle,” ‘Do Not Disturb,” or ‘Invisible.” Users can also
create a custom status to reflect what activity they are engaging in,
what music they are listening to (by connecting with applications such
as Spotify or Apple Music), or which game they are playing. If the
custom status option is chosen, this gives other users the ability to join
the games the user is playing, or even listen along to the music they
are listening to.

Discord usernames are unique in the sense that the username and vanity names can be changed as many times as
the user wishes without any cool-off period, and for free. In 2023, features were updated to allow Discord users to
create a unique username without discriminators (#0000). This will make it easier for users to identify and connect
with their friends and family. New usernames are lowercase, alphanumeric, limited to certain special

characters, and do not have discriminators, making them easier to remember, read, type, and share.? According
to the website, this will be a slow transition and some users will still have a username with the discriminators
(#0000) while other users will have new usernames.
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Photo courtesy of Discord Blog

The ability to freely change a username can make it difficult for School Safety/Threat Assessment (SS/TA) Teams to
identify user accounts. Although it is possible to find by the average user through the application itself, Discord
does keep a record of email addresses, phone numbers, chat summaries, and previous usernames/tags for 180
days for trust and safety purposes.® This information can be retrieved through an Emergency Request as per the
Discord Law Enforcement Guide.> It is imperative that SS/TA Teams submit this Emergency Request as soon as
possible to ensure the most amount of information is retained and collected as possible.

3 https://discord.com/blog/usernames
4 https://support.discord.com/hc/en-us/articles/5431812448791-How-long-Discord-keeps-your-information
5 https://discord.com/safety/360044157931-Working-with-law-enforcement
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Photo courtesy of Discord Blog

Discord User ID’s

With users having the ability to constantly change their usernames, SS/TA Teams need to have a way to track all
these name changes. One way to do so is to obtain the Discord user ID. To obtain a Discord user ID, you will need
to go to User Settings > Advanced > Turn Developer Mode ON. From there you will be able to right-click any
username and copy their User ID. To find the username from the ID, simply paste the ID into the search bar and
the username will appear.

Advanced

Developer Mode
Welcome to the beginning of the #spark-gamer channel.

right-click

Developer Mode exposes context menu items helpful for people writing bots using the

Application Test Mode
Profile

Developer Activity Shelf Mention

Change Nickname iends to this server, click the s

Auto-navigate to Home (BETA

Copy ID
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Discord’s chat features can be used in multiple ways, including direct messaging (DMs). From the home screen,
located in the top left corner of the Discord application, users can see all DMs received from friends they have
added. They can also see DMs from users they have not added as friends if their account settings allow it. From
the home screen, users can also find a master list of friends they have added under ‘Friends’; this list also displays
each user’s status icon. DMs can include one-on-one chats between users or group chats with multiple users.
Discord allows for up to 10 users in a single DM group chat and group DMs can be renamed with no restrictions,
by any of the group members, at any time. A user does not have to be friends with other users in DMs to interact
in the group chat, regardless of their privacy settings, but they do have the option to add them as friends.
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DMs and group DMs both have the same chat features and

capabilities. Users can send messages, add emojis, stickers, and
GIFs, send files, start voice calls, or start video calls. Voice and
video calls can be conducted within a group DM with all users,
however, not all users have to be in the call for it to stay active.

Each message is also time and date-stamped in the users’ local
time. Any user can view this time and date stamp either directly
on the message or by hovering over it.
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If users wish to have more than 10
members interacting with each other,
they may either join or create a server. A
server is a centralized communication
channel that can be used for multiple
purposes. Third-party applications and
bots can also be used to bring in
different elements to the server such as
polls, ticket submissions, chat games,
automatically playing and controlling
music through voice channels, helping
moderate chat from spam or
inappropriate content, and more.

To create or join a server, users can
navigate to the addition symbol (+) on

the left sidebar which will open a pop-up.

To create a server, users can either
create their own from scratch or start
from a template such as ‘Gaming’,
‘School Club’, or ‘Study Group’. Users can
name the server any name they want,
which can be changed at any time by
users who have permission to do so.

Create a server

Your server is where you and your friends hang out. Make
yours and start talking.

{) Create My Own >

START FROM A TEMPLATE

e Gaming .

Ly
* School Club >

a' Study Group >

Have an invite already?

Customize your server

Give your new server a personality with a name and an
icon. You can always change it later.
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SERVER NAME

CatsRCool's server

By creating a server, you agree to Discord’'s Community Guidelines.
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Discord

m CatsRCool's server general

general

Welcome to
CatsRCool's server

nd new, shir

‘ Invite your friends

° Personalize your server with an icon

g Send your first message

NITRD o CatsRCool

OR, SEND A SERVER INVITE LINK TO A FRIEND

https://discord.gg/tYc2FAtv

Once a server has been
created, users can invite
friends on or off Discord
with a customized invite link
and personalize the server
by adding text and voice
channels, server roles, and
more.

Organize your members

Use roles to group your server membe

Create Role
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To join a server that has already been created, users can either use an invite link they were sent or find a public
server from the list of public communities in Discord’s “Server Discovery”.

Find your community on Discord

From gaming, to music, to learning, there's a place for you.

An important note regarding Discord servers is that each
server has a member limit of 250,000 users with server cap
increases available®. Additionally, users do not require a
Discord account to participate on the platform unless the
server being joined has indicated otherwise in their privacy
settings. Although there is no possibility to search for users
without knowing their unique username/tag, anyone can
add a user as a friend so long as they are on the same server
together. If individual privacy settings allow for DMs and/or —
friend requests from any Discord member, any member racism, or |
sharing a server with that individual will be able to DM, call,

video chat. and add as a friend - no arguing with mods or admins (if you
, .

have an actual problem with one dm me)
While there is no required structure for a Discord server, it is
common for a server to have set roles and moderation.
Typically, the server owner and other users they trust the
most will be ‘Admins.” Admins will have the most amount of  JEUGEGGIGIE TG ETR i LR R
control over the server and the power to mute, kick, or ban
users, as well as delete messages and have their DMs open
for support to their community. The second rank within a - be respectful and kind to one and other
server is typically ‘Mods’, also known as Moderators. Discord
Mods usually have fewer permissions than Admins but have
the ability to delete messages and often keep a general eye
on the chat to ensure it isn’t getting out of control.
Any server role can be named, color coordinated, and ; dm @managers @cashiers if n
completely customized as per the server owners’
preference. For example, in the Yakult Club Discord server, Admins are called ‘Managers’ and Mods are called
‘Cashiers’. Typically, the bigger the server, the more Mods are assigned to help ensure the server is running
smoothly and the community is adhering to both the rules and regulations of the Discord Terms of Service as well
as any individual server rules. Individual server rules are usually posted in a text channel within the server itself
and are typically written by either the server owner or an Admin.

- no alt accounts if you were banned from
main

- use channels for designed purposes

= N e rver invites

- N0 Mass ping

6 Discord Server Limits
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https://bestfriendsclub.ca/discord-member-limit/#:~:text=Limit%20For%20Servers-,Every%20new%20Discord%20server%20has%20a%20member%20limit%20of%20250%2C000,for%20more%20than%20250%2C000%20members

Within a server, Owners, Admins, and sometimes Mods can create
both text and voice channels. These channels can be used for anything

4= §—general Vot N from general chat, sharing memes, selfies, or food pictures, to
conducting movie nights, gaming rooms, and more. These channels
* are always found on the left-hand side of the Discord application,

regardless of where Discord is being accessed from. The example on
the left shows channels highlighted in white, indicating that these
channels have new messages.

-selfies-

The example on the right shows an active voice channel
with 6 users participating in a group voice chat.
Illustrated, the voice chat user ‘kenta’ has muted their
microphone as well as their speakers. A user will
typically mute themselves if they are stepping away
from their computer, but intends to return shortly. This
is to ensure no one in the voice call can hear them
while away, and vice versa.

In a text channel, any user with permission to type within
that channel may do so freely. Users can initiate their
own conversation by typing in the chat feed or replying
to a message already sent in the chat to keep track of a
conversation.

SET A PART TIME JOB

v

and lilerispyfry are typing..
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If permissions allow, users can also send a variety of emojis, stickers, GIFs, and files such as PDFs, photos, or
videos. If third-party bots are enabled, users can also use commands in the chat to access the bot’s utilities—these
utilities will vary depending on the functions of the third-party bot installed on the server.

Third-party Discord bots can be found using a simple Google search for ‘Discord bots’. Many websites host plugin
links to these bots such as TopGG, DiscordBotList, or Discord’s own DiscordBots.

.r Discord

Explore millions of Discord Bots & Servers

Gaming i Roleplay Minecraft Giveaway Roblox

Discord Bots & Top Join our Discord

Top Bots
Add Discord Servers

Double Counter T ara

nd VPN blocker bot. Instant
s and more. Your best all-in-one

Invite A Vote (3.9K)

258,149

! . Login to Add Server
The only bot you'll ever need! - (Voice) Levels - Music - Moderation -

Logs - Invite Tracking - Reaction Roles - 20+ Languages - Dashboard

'+ Invite  a Vote (12M) (7
6,600,000 Leveling Logging +4

, logs, high quality mus noderation and many many

To add a bot to a Discord server, users either need to add the bot to a server they own or a server in which they
have permission to add or remove bots (i.e., if an Admin, Mod, or other user has permission to do so). To add a
bot to a server, first, find a bot. This example bot above is called ProBot and has many features including reaction
roles (allowing users to select an emoji reaction to a message to choose a role), server activity logs, voice channel
music, moderation, and more. This specific bot is used in 6,600,000 servers and has 1.2 million upvotes — typically
a sign of a well-liked, trusted bot used to manage servers.
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An external application

ProBot ‘¢ [Eor

wants to access your Discord account

1in as CatsRC

THIS WILL ALLOW THE DEVELOPER OF PROBOT “# TO:

» Access your username, avatar, and banner
" Know what servers you're in

»" Create commands in a server
X

Solve a mystery with Scooby and the gang

ADD TO SERVER:
CatsRCool's server

This req have Manage Server pe

Continue

Clicking ‘Invite’ will invite the bot to the server of the user’s choosing; in this
case, the bot has been invited to the ‘CatsRCool’s’ server through a secured
Discord pop-up. The bot will be granted access to the users' username/tag,
avatar, and banner (similar to a cover image on other social media platforms).
Additionally, the bot will know what servers the user is in and be able to
create commands within the server. This action will give the bot access to
have the following permissions:

e Administrator

e Manage Server

e Manage Roles

e Manage Channels

e Kick Members

e Ban Members

e Create Invitation Links
e Manage Nicknames

e Change Nickname

e Manage Emojis and Stickers
e Manage Webhooks

e View Audit Log

The bot will then show up on the servers’ Member List on the right-hand side of the application. The bot will be
indicated by a verified checkmark saying ‘APP’, which cannot be removed. This is how members differentiate
between users and bots. If there is a checkmark before the name “APP” it means that the bot has been verified by
Discord. If there is no checkmark, it has not yet been verified and should be used with caution.

There are multiple different bots, each with many unique functions. An important note to keep in mind regarding
Discord bots is that although some bots may indicate they are intended for users that are 18 years or older, there
is no actual age verification required other than a clickable checkbox to “confirm” the user is over 18. Some bots
that carry 18+ content do not give a warning and could potentially expose younger users to mature content

SST ISDTA



and/or prematurely expose users to sexual material. It is important to understand all the functions of a bot before
inviting it to a server. This will allow server owners to ensure that if these adult-themed functions are available,
they are either turned off in the bot settings, or the bot is not invited to, or removed from servers including
younger users.

Information for SS/TA Teams and Law Enforcement

Note: Although the information included in this section of the resource is targeted toward law enforcement, it is
imperative that everyone who intends to use social media or is involved with students using social media
understands how to appropriately report content; this is especially prevalent if law enforcement needs to be
involved.

There may come a time when SS/TA Teams and/or law enforcement come across worrisome content on Discord
that requires further investigation. The first step to take when any worrisome content is found is to document it
by taking screenshots of the worrisome content, the Discord profile that posted the content, and the date/time
stamps of the content into a document. Additionally, the user ID should be documented in the event the account
changes usernames. Click here for more information on documenting for Digital Threat Assessment®.

When worrisome content requires the involvement of law enforcement, law enforcement officials should refer to
Discord’s Working with Law Enforcement’ guidelines for further instructions on how to make a report as well as
email lawenforcement@discord.com for assistance (see Contact Information and Service of Process® for more
information). If a threat is considered an emergency involving danger of death or serious physical injury to any
person and requires disclosure without delay, law enforcement can submit an ‘Emergency Request’ to Discord so
that they may evaluate it under 18 U.S.C. § 2702.°

WORKING WITH LAW
ENFORCEMENT

These guidelines are intended for law enforcement authorities seeking information/records about Discord users. Discord provides user
information to law enforcement when we are in receipt of enforceable legal process. Discord works with law enforcement agencies in cases of
immediate danger and/or self-harm, pursuant to 18 U.S.C. § 2702. We swiftly report child abuse material and the users responsible to the
National Center for Missing and Exploited Children.

According to the Discord Law Enforcement Guide, in order for the Discord platform to provide user information
they need a user's identification number, username or email address; however, the user identification number is
preferred. To find a user's ID please refer to the information of Discord User IDs above.

Since Discord does not require legal names, addresses, or other personal identifiers when signing up for an
account or using the platform, unfortunately, this information is not guaranteed to be in Discord’s data retention
or servers. The information Discord could potentially have in its database is:

7 https://discord.com/safety/360044157931-Working-with-law-enforcement
8 https://discord.com/safety/360044157931-Working-with-law-enforcement
9 https://www.law.cornell.edu/uscode/text/18/2702
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e All current and prior usernames of a user;

e Auser’s IP address (assuming the user is not using a VPN to mask their location);

e Discord servers that the user owns or is a member of;

e Limited billing information, which may include a name, address, or other information, depending on
whether the user is a verified Discord Nitro user or has made any other payments on the Discord platform.

Other information SS/TA Teams and law enforcement may be able to collect within the Discord platform is any
social media or gaming platform accounts a user has synchronized to their profile. This includes any social media
or external links (i.e., to their streaming platforms such as Twitch/YouTube/Reddit accounts, Social Media
platforms such as X/Facebook/Instagram profiles, Snapchat usernames/Snap Codes, etc.) they have shared within
their own Discord server, or on a Discord server they have joined. In the case of having direct access to a user
account that is the subject of your threat assessment (through their personal device or otherwise), your SS/TA
Team may have access to the users’ DMs and group chats. To search for messages, links, photos, and files a user
has posted within a Discord server or in DMs, simply use the search bar tool in the upper right corner of the
Discord application.

oning. I'm also a nonbinar

before: specific date
estioning. I'm also a nonbinar

during: specific date

after: specific date

your student outlook and

pinned: true or fz

10 https://www.kaspersky.com/resource-center/definitions/what-is-a-vpn
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To report worrisome content or content that may violate the Discord Terms of Service,*! it is possible for anyone
to report messages, images, and files directly through the Discord application. To report content through Discord
directly, simply right-click the message, image, or file and click the “Report Message” button as seen below.

Selected Message

ﬁ A retro railway style poster promoting
the beautiful and historic town of

Nartmoith an the river dart in Nevon

I don't like it

Abuse or harassment

Harmful misinformation or glorifying violence

Exposing private identifying information

Another way to report is using the Discord “Trust and Safety” team to fill out a report. These reports are for more
serious issues such as a DMCA takedown request, hacked accounts, or developer issues.

The Discord Trust & Safety team has the option of filling out the ‘Submit a Request’ form?*2. In this form, there are
many options aside from Trust & Safety concerns such as:

e Hacked Account Concerns

e File DMCA® Takedown Requests
e NSFW Server Owner Appeals

e Contact Discord Privacy

In this form, Discord also allows for a description of the incident and file uploads—if you have documented the
messages and profile, uploading those files will help assist the Discord Trust & Safety team in finding more
information regarding the user of concern. For Law Enforcement requests, you may also need the Discord User ID.

11 https://discord.com/terms

12 https://support.discord.com/hc/en-us/requests/new?ticket form id=360000029731
13

https://www.law.cornell.edu/wex/digital millennium copyright act#:~:text=Digital%20Millennium%20Copyright%20Act%20(
DMCA,harbors)%20that%20protect%20Internet%20Service
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https://discord.com/terms/
https://support.discord.com/hc/en-us/requests/new?ticket_form_id=4574398270487
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Another way to look up a Discord if you already have the users ID is to visit Discord Lookup. Please note, this site is
not affiliated with Discord but may provide additional information.

Q, Unofficial Discord Lookup

© This site is not affiliated with Discord.

User ID / Any |D; 'Leam mare
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ADDITIONAL RESOURCES

@ piscord

Discord Law Enforcement Guide: Law Enforcement Guidelines — Discord

Evolving Usernames on Discord: Evolving Usernames on Discord

Discord Look Up ID: Discord Lookup

Discord Safety Center: https://discord.com/safety

Discord Trust & Safety Team: https://support.discord.com/hc/en-us/categories/115000168351-Trust-Safety

SAFER
SCHOOLS
TOGETHER

Safer Schools Together: https://saferschoolstogether.com/

Raising Digitally Responsible Youth: https://20202517.fs1.hubspotusercontent-
nal.net/hubfs/20202517/Files%20and%20Resources/Lead%20Capture%20Resources/Raising%20Digitally%20Res
ponsible%20Youth.pdf

SST Parent/Caregiver Resources: https://saferschoolstogether.com/resources/parent-caregiver-resources/

Common Sense Media, Family Media Agreement: https://saferschoolstogether.com/news-events/common-sense-
media-digital-contract/

ISDTA

International Center for
Digital Threat Assessment

International Center for Digital Threat Assessment®: https://icdta.org/

ICDTA Live Virtual Training Registration: https://icdta.org/virtual-trainings/

ICDTA Modules: https://icdta.org/plans-and-training/modules/
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